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INDEPENDENT AUDITORS’ REPORT ON COMPLIANCE AND ON INTERNAL 
CONTROL OVER FINANCIAL REPORTING BASED ON AN AUDIT OF 
GENERAL PURPOSE FINANCIAL STATEMENTS PERFORMED IN 
ACCORDANCE WITH GOVERNMENT AUDITING STANDARDS 

 
 
 
 

The Honorable James H. Hodges, Governor 
and 

Members of the General Assembly 
State of South Carolina 
Columbia, South Carolina 
 

We have jointly audited the general purpose financial statements of the State of South 
Carolina as of and for the year ended June 30, 1999, and have issued our report thereon dated 
December 2, 1999 in which we disclaimed an opinion on the required supplemental information 
relating to its year 2000 issue. We did not jointly audit the financial statements of certain blended 
component units and agencies of the primary government, which statements reflect the indicated 
percent of total assets and other debits and total revenues, respectively, of the Special Revenue 
(56% and 18%), Enterprise (99% and 92%), Internal Service (74% and 87%), Pension Trust 
(100% and 100%), Investment Trust (100% and 100%), Higher Education (100% and 100%), and 
Agency (13% of assets and other debits) Funds, General Fixed Assets Account Group (12% of 
assets and other debits), and the General Long-Term Obligations Account Group (38% of assets 
and other debits). We also did not jointly audit the financial statements of the discretely presented 
component units.  Those financial statements were audited by other auditors, including the Office 
of the State Auditor and Deloitte & Touche LLP acting separately, whose reports have been 
furnished to us, and our opinion, insofar as it relates to the amounts included for those component 
units and agencies, is based solely upon the reports of other auditors. Deloitte & Touche LLP 
acting separately has examined 100% of the total assets and other debits and total revenues of 
the Investment Trust Fund. The Office of the State Auditor acting separately has examined 30% 
and 34% of the total assets and other debits and total revenues, respectively, of the Higher 
Education Funds.  We conducted our joint audit in accordance with generally accepted auditing 
standards and the standards applicable to financial audits contained in Government Auditing 
Standards, issued by the Comptroller General of the United States. 



 
The Honorable James H. Hodges, Governor 

and 
Members of the General Assembly 
State of South Carolina 
 
 
Compliance 
 

As part of obtaining reasonable assurance about whether the State of South Carolina’s 
general purpose financial statements are free of material misstatement, we performed tests of its 
compliance with certain provisions of laws, regulations, contracts, and grants, noncompliance with 
which could have a direct and material effect on the determination of financial statement amounts.  
However, providing an opinion on compliance with those provisions was not an objective of our 
audit, and accordingly, we do not express such an opinion. The results of our tests disclosed one 
instance of noncompliance that is required to be reported under Government Auditing Standards 
and is described on page 3 of this report. 
 
 
Internal Control over Financial Reporting 
 

In planning and performing our audit, we considered the State of South Carolina's internal 
control over financial reporting in order to determine our auditing procedures for the purpose of 
expressing our opinion on the general purpose financial statements and not to provide assurance 
on the internal control over financial reporting.  However, we noted certain matters involving the 
internal control over financial reporting and its operation that we consider to be reportable 
conditions.  Reportable conditions involve matters coming to our attention relating to significant 
deficiencies in the design or operation of the internal control over financial reporting that, in our 
judgment, could adversely affect the State of South Carolina's ability to record, process, 
summarize, and report financial data consistent with the assertions of management in the financial 
statements.  Reportable conditions are described on pages 4 to 7 of this report. 
 

A material weakness is a condition in which the design or operation of one or more of the 
internal control components does not reduce to a relatively low level the risk that misstatements in 
amounts that would be material in relation to the financial statements being audited may occur and 
not be detected within a timely period by employees in the normal course of performing their 
assigned functions. Our consideration of the internal control over financial reporting would not 
necessarily disclose all matters in the internal control that might be reportable conditions and, 
accordingly, would not necessarily disclose all reportable conditions that are also considered to 
be material weaknesses.  However, we believe that none of the reportable conditions described 
above is a material weakness. 

 
We also noted other matters involving the internal control over financial reporting that are 

described on pages 8 to 11 of this report. 
 

This report is intended solely for the information and use of the Governor, Members of the 
General Assembly, the governing body and management of State agencies and the cognizant 
federal audit agency, and is not intended to be and should not be used by anyone other than these 
specified parties.   
 
 
 
 
Columbia, South Carolina Columbia, South Carolina 
December 2, 1999 December 2, 1999 
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COMPLIANCE WITH LAWS AND REGULATIONS 



EDUCATIONAL SPENDING 
 
 

State Law requires that revenues from certain sources be restricted for public education. In 
addition, Proviso 72.1 of the 1998-99 Appropriation Act states, "Revenues derived from the 
General Retail Sales Tax, the Soft Drinks Tax, and the State's portion of Revenue derived from the 
Alcoholic Liquors Tax and Cable Television Fees, must be expended to cover appropriations 
herein made for the support of the public school system of the State only, and any amount of such 
appropriations in excess of these revenues shall be paid from other General Fund Revenues." 
 

The State's accounting system allows for fund accounting but has no other way to match a 
particular revenue source with a particular expenditure within a fund. To ensure compliance with 
Proviso 72.1 the State Budget and Control Board’s Office of State Budget, during the budget 
process preceding each fiscal year, prepares schedules to match projected revenues restricted 
for educational purposes with estimated educational expenditures.  Then at the end of the fiscal 
year, the Comptroller General's staff prepares schedules to match the actual revenues restricted 
for educational purposes with the actual educational expenditures. In the past, monies expended 
for public education exceeded the revenue received. However, during the current year, revenue 
restricted for public education exceeded revenue projections. As a result the State did not expend 
all revenues restricted for education in the current year. 
 

After the close of the fiscal year the Comptroller General's staff determined that revenue 
restricted for public education had exceeded the amount expended for educational purposes. The 
Comptroller General promptly notified the Governor and recommended that Proviso 72.1 of the 
Appropriation Act be amended to base appropriations for public education expenditures on 
revenues generated during the previous year instead of on revenue generated during the current 
year. 
 

We recommend the Budget and Control Board and the Comptroller General's Office 
request the State legislature amend Proviso 72.1 of the Appropriation Act to base current 
appropriations for public education on revenues received in the previous year. This change would 
allow the State to base required spending levels on known revenue collections instead of on 
projected estimates. 
 
 
See responses at page 12 and 16. 
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REPORTABLE CONDITIONS 



 
 

GAAP CLOSING PACKAGES 
 
 

The Office of the Comptroller General (Comptroller General) obtains certain generally 
accepted accounting principles (GAAP) information from agency prepared closing packages to 
facilitate the preparation of the State’s general purpose financial statements.  Section 1.8 of the 
Comptroller General’s GAAP Closing Procedures manual requires that each agency’s executive 
director and finance director accept responsibility for submitting closing package forms that are 
accurate, complete and prepared in accordance with instructions.  The quality of the information 
agencies submit through the closing package process directly affects the quality of the State’s 
general purpose financial statements and other information including the State’s Comprehensive 
Annual Financial Report.  Therefore, it is essential that closing package information be accurate, 
complete and submitted to the Comptroller General in a timely manner. 
 

The following is a summary of closing package errors and internal control weaknesses 
noted during the audit of the general purpose financial statements.  Where material misstatements 
have occurred, adjustments were made to the general purpose financial statements to correct the 
closing package errors. 
 
Revenue Estimation 
 
Department of Health and Environmental Control 

The South Carolina Department of Health and Environmental Control (DHEC) recorded an 
estimate for medical services provided in its miscellaneous revenue closing package. In providing 
medical services through health clinics, home visits and long-term care, DHEC has a significant 
time lag in billing for services rendered.  Thus to complete the closing package DHEC must 
estimate its year-end accounts receivable using various information available to management, as 
the actual billing information is not known as of the completion date of the closing package.  This 
time delay in billing for services rendered is due to the method by which information is recorded 
by DHEC and the time delay in receiving billing information from county clinics. This condition 
could result in improper cash management due to a delay in billing for services rendered.   
 

We recommend that DHEC identify the specific reasons why data cannot be processed 
more rapidly and develop and implement a system that accelerates the receipt of information from 
the county clinics relating to the various medical services that have been provided.  This would 
enable DHEC to accelerate its billings, receive cash on a more timely basis, and to report a more 
precise accounts receivable balance at fiscal year-end.  
 
See agency response at page 19. 
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Accounts Receivable 
 
Department of Health and Human Services 

The South Carolina Department of Health and Human Services (DHHS) did not report the 
estimated drug rebate receivable, applicable to the pharmaceutical company billings, for the 
quarter ended June 30, 1999 in the refund receivable closing package submitted to the 
Comptroller Generals Office. As a result of this omission, the DHHS's refund receivable closing 
package was understated by $15,618,047.  As a result of the understatement of refund 
receivable, an adjustment was made to the closing package submitted to correct for this error. In 
addition, the DHHS did not request reimbursement until October 1999.  
 

The rebate on pharmaceutical prescriptions can be reasonably estimated and should be 
recorded as a receivable and an offset to expenditures as of the fiscal year-end of the State of 
South Carolina, as provided under the modified accrual basis of accounting.  The modified 
accrual basis of accounting provides that expenditures should be recognized in the accounting 
period in which the fund liability is incurred, if measurable. This situation has resulted in improper 
financial reporting.  
 

We recommend that in the future DHHS estimate the amounts to be received as of the 
fiscal year end of the State of South Carolina, and report that amount in the closing package 
submitted to the Comptroller General’s Office. We also recommend that the DHHS develop and 
implement a system to ensure that reimbursements are requested and received more timely. 
 
See agency response at page 20. 
 
 
Fixed Assets 
 
Educational Television Commission 

In fiscal 1994 Educational Television Commission (ETV) made a prepayment of $570,000 
related to the anticipated purchase of certain satellite decoding equipment.  ETV personnel 
incorrectly classified this amount as a fixed asset addition in the fiscal 1994 and 1995 closing 
package.  Further, in fiscal 1995 an inappropriate fixed asset disposal was recorded to remove 
$110,000 of this amount from ETV’s general ledger.  Then in fiscal 1997 an additional 
inappropriate fixed asset disposal was recorded to remove the remaining $460,000 from the 
general ledger. 
 

When the equipment was ultimately received in fiscal 1997, ETV did not record the entire 
purchase price of $1,212,458 as a fixed asset addition.  An addition of only $642,458 was 
recorded, resulting in an understatement of $570,000 (the amount of the initial prepayment).  This 
resulted in an understatement of fixed assets. 
 

In fiscal 1999, ETV personnel discovered this error an recorded an appropriate correcting 
entry. 
 

This situation resulted in an undetected misstatement of fixed assets in fiscal years 1994 
through 1998. 
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Educational Television Commission (Continued) 

We recommend that agency personnel develop a policy, procedure, or system to ensure 
that additions and disposals relating to fixed assets are properly accounted for in relation to the 
economic substance of property and equipment transaction.  Agency personnel need to take 
greater care in recording the disposal of equipment, and verify through inspection or other 
verifiable means that the disposal has in fact taken place.  When equipment is disposed of, often 
times the documentation surrounding the original existence is lost. Should equipment be 
improperly considered disposed of, the documents surrounding evidence of ownership are often 
times disposed or stored, this can lead to misappropriation of assets and inability to prove 
ownership. We also recommend that agency personnel take greater care to ensure that the 
classification of amounts recorded in the general ledger and reported to agency management and 
to the Comptroller General of South Carolina are reflective of the facts. 
 
See agency response at page 22. 
 
Department of Corrections 

We noted that the Department of Corrections recorded a prior period adjustment for 
$1,389,352 related to fixed assets. During the previous fiscal year, certain building and 
improvements paid for by Prison Industries were recorded on the Department of Corrections 
General Fixed Assets account.  Based on instructions from the agency's internal auditors, the 
building and improvements needed to be transferred from general fixed assets accounts and 
correctly recorded in the Prison Industries fixed assets accounts. The transfer was necessary 
because Prison Industries is classified as an Internal Service Fund. We recommend that the 
Department of Corrections take greater care in completing the closing packages and ensure that 
its books properly reflect its fixed assets.  
 
See agency response at page 23. 
 
Adjutant General 

Supporting documentation for the Adjutant General’s fixed assets closing package was not 
prepared. Our questions related to the closing package could not be readily answered, as 
supporting documentation reconciling to the closing package was not filed with the closing 
package submitted, and the amounts reported in the closing package could not be substantiated.  
Due to the inability to readily answer basic questions related to the closing package as submitted, 
it was necessary for audit personnel to return to the agency after our initial visit to continue the 
audit work on the fixed assets closing package. In response to our inquiries, the closing package 
was amended, as the amounts initially reported could not be substantiated. 
 

We recommend that the Adjutant General maintain supporting reconciliations for Closing 
Packages that are readily accessible and support, in a clear and concise manner, amounts 
reported in the Closing Package. 
 
See agency response at page 24. 
 
Financial Reporting 
 
Vocational Rehabilitation 

Vocational Rehabilitation (VR) changed its accounting system from a mainframe system to 
a client server system. As a result, the program that detects and identifies variances between 
VR’s books and the amounts per the Comptroller General’s (CG’s) reports was not functioning 
during the majority of the fiscal year ended June 30, 1999. VR is currently in the process of going 
month by month to identify and correct these variances. At the time of our audit of the Grants and 
Entitlements Closing Package, these errors were not yet identified for correction, as such, the 
amounts reported within the closing package and submitted to the Comptroller General are 
misstated by approximately $5,000. 
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Vocational Rehabilitation (Continued) 

In addition, many totals on the Schedule of Federal Financial Assistance (SFFA) did not 
agree to the VR’s general ledger. Some of these variances could not be properly explained by the 
agency. Furthermore, for several of the grants, beginning balances for fiscal year 1999 did not 
agree to fiscal year 1998 ending balances.  
 

We recommend that the variances discussed above be identified and corrected in a timely 
manner. VR should ensure that a monthly reconciliation to the CG’s reports takes place. 
 
See agency response at page 25. 
 
Department of Social Services 

Department of Social Services (DSS) submitted fiscal year-end  (fiscal month 13) 
accounts payable information on tape to the Comptroller Generals (CG’s) office in the amount of 
$3,784,214.  DSS made an error in the coding of these payables at year-end and as a result the 
amount submitted by DSS should have been $124,096.  Thus, DSS overstated 13th month 
accounts payable by $3,660,118. DSS did not learn of this error until the CG’s office had already 
closed their books. The resulting impact is an improper management of payables and the inability 
to provide timely and complete information on 13th month expenditures for fiscal year-end financial 
reporting purposes.  
 

In addition, we noted that the amounts presented on the DSS’s fiscal year 1999 Schedule 
of Federal Financial Assistance (SFFA) did not agree to the amounts as reported on the 
Department’s general ledger.  Transactions relating to federal financial assistance are still being 
processed, and as such the SFFA and the general ledger are not consistent with the amounts 
reported to the CG’s office. DSS personnel stated that the reason why the amounts reported on 
the SFFA did not agree to the amounts reported on its general ledger for the majority of its 
Federal grants was due to the fact that the DSS has not closed out its general ledger for the fiscal 
year ended June 30, 1999.  DSS personnel indicated that DSS does not expect to close out its 
general ledger until the later part of either November or December of 1999. Based upon all 
available evidence as of the date of this letter, the amount of the misstatement between the actual 
amount to be received from the Federal Government and the amount recorded in the 
Comprehensive Annual Financial Report of South Carolina is less than $500,000.  A correcting 
entry to the Comprehensive Annual Financial Report of the State of South Carolina has not been 
made due to the immateriality of the misstatement for financial reporting purposes. 
 

We recommend that DSS develop a policy or procedure or put a system in place to ensure 
that the information being reported is representative of actual events.  By reviewing the 
information DSS will be able to report an accurate amount of accounts payable, and provide for 
better cash management.  DSS must ensure that its books are closed out in a more timely 
manner after the end of each fiscal year.  Finally, DSS must ensure that all variances noted 
between the amounts reported on its SFFA and the amounts reported on its general ledger are 
identified and properly explained and eliminated. 
 
See agency response at page 26. 
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OTHER MATTERS 



GAAP CLOSING PACKAGES 
 
 
Accounts Receivable 
 
Department of Health and Human Services 

The South Carolina Department of Health and Human Services (DHHS) contracts with 
Palmetto Health Alliance (PHA) to provide long-term care services.  PHA is reimbursed directly by 
Medicaid for the services and then remits the State’s portion directly to DHHS. The contract 
provides that matching funds are to be transferred to DHHS quarterly over an annual period based 
on billings by DHHS.  DHHS has billed quarterly amounts for $793,868 and has yet to receive any 
remittances. This situation results in improper cash management due to a delay in receipt of 
amounts that have been billed. 

 
We recommend that DHHS develop a policy or procedure or put a system in place to 

enable them to accelerate their collection of amounts billed thus providing for improved cash 
management. 
 
See agency response at page 20. 
 
 
Financial Reporting 
 
State Treasurer's Office 

The State Treasurer’s Office (STO) experienced some problems in the process of 
identifying cash deposits for the fiscal year ended June 30, 1999.  This process is described as 
follows. Agencies submit deposit slips to the STO. The STO uses the information from the agency 
deposit slip to determine the proper Statewide Accounting and Reporting System account to 
credit. The STO reconciles the data from the agency deposit slip to data received from financial 
institutions.  If the amount on the deposit slip does not agree to the actual cash deposits, the entire 
amount is considered unidentified as to the revenue code and fiscal year. STO staff then 
investigates these unidentified deposits in order to identify the proper agency and revenue 
account to credit. Historically the amount of unidentified deposits has ranged between $2-3 million 
at fiscal year end, which is considered to be a reasonable amount. However, at June 30, 1999 the 
STO had an unusually large amount of unidentified deposits that still had not been cleared as of 
November 1999. We were told that the delay in clearing the unidentified deposits occurred 
because of staff turnover.  We met with representatives from the Comptroller General’s Office and 
the STO to resolve the issue.  Subsequent to our meeting, the STO identified all but approximately 
$3 million (considered to be a reasonable level). 
 

Effective internal controls require that control activities be performed in a timely manner to 
appropriately detect and correct errors.  The reconciliation of cash deposits and subsequent 
identification of revenue is a critical control activity for the proper recording of cash and revenue. 

 
We recommend that the STO follow its procedures for ensuring timely identification of the 

revenue sources and fiscal years when reconciling cash deposits.   
 
See agency response at page 27. 
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DATA PROCESSING 

 
 
General Comments 
 
Budget and Control Board – Division of Operations – Office of Information Resources 
 
Disaster Recovery/Business Continuity 

The State Budget and Control Board - Office of Information Resources (OIR) has 
developed a statewide Disaster Recovery Plan to be used by all agencies supported by OIR and 
its affiliates.  Based on review of this plan, we noted that management has updated the plan this 
year, however, it has not been tested in several years.   
 

Based on a review of the statewide Disaster Recovery Plan, we noted that there are no 
agency business continuity considerations indicating user procedures (by agency) which would 
need to be performed during the critical downtime of no computer processing. 
 

Additionally, we noted that OIR is in the process of consolidating the data centers for all 
State agencies into one central processing site.  OIR has indicated that at the time of 
consolidation, a new comprehensive Disaster Recovery Plan will be developed and tested on an 
annual basis.  However, until then, a disaster at the State may result in data processing systems 
being unavailable for an extended period of time.  Additionally, several of the agencies we 
reviewed (Treasurer’s Office, Department of Revenue) do not have up-to-date, customized 
business continuity plans that are compatible with the Statewide Disaster Recovery Plan.  During 
the year, the Comptroller General’s Office developed a business continuity plan.  Business 
continuity is the ultimate responsibility of each individual agency. 
 
 As the data centers are consolidated for the State agencies, we recommend that they 
consider implementing and testing a disaster recovery/business continuity plan which: 
 

• Includes a formal Business Impact Assessment, conducted by experienced user and 
technology management, to determine the critical systems to be protected and the 
associated information resources that need to be safeguarded by contingency plans. 

 
• Ensures the key data processing applications can be restored within a period of time 

that does not result in significant interruptions to the operations of the State. 
 

• Prioritizes the recovery of the State's application systems in accordance with 
importance to continued business operations. 

 
• Identifies the resources necessary for recovery.  Resources should include people, as 

well as terminals, personal computers, calculators, printers, desks, chairs, and office 
supplies. 

 
• Documents the manual processes that need to be maintained during the outage to 

ensure that application data integrity can be reinstated and synchronized once the 
systems are recovered and operational. 

 
In the interim, each agency should ensure that the current disaster recovery and business 

continuity plan is tested on a periodic basis and updated based on the results of these tests.  The 
development of a strong, cohesive disaster recovery/business continuity plan is an on-going effort 
that takes a substantial amount of time and resources throughout the State.  As the new 
consolidated data center and its recovery plans are being developed, it is imperative that the 
State still protect itself against a disaster. 
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Access to Sensitive Customer Information Control System Transactions 

We noted that an excessive number of users from various agencies have access to use 
sensitive Customer Information Control System (CICS) transactions such as CECI and CEMT.  
CECI is a tool used by programmers to test CICS transactions interactively.   CEMT is the master 
terminal transaction that can be used to perform the master terminal operator function that 
changes CICS resources.  The master terminal operator has the ability to terminate transactions, 
monitor tasks, enable and disable exit programs and change definitions of CICS resources, which 
could allow unauthorized access to data.   
 

We recommend that management review access to CICS transactions.  CECI should be 
restricted to a few authorized personnel and only in the test environment.  The CEMT transaction 
should only be given to an authorized operator at a terminal dedicated for the use of CEMT.  The 
use of both CECI and CEMT should be monitored at all times.   
 
 
Tape Management Procedures 

During our review of tape backup procedures, we noted that the tape library management 
system (“TLMS”) did not have an accurate rotation schedule and therefore the majority of tapes 
listed were in an incorrect location.  The TLMS system is responsible for tracking the physical 
location of all tapes for the Department of Revenue.  The system records movement of tapes 
based on a pre-determined rotation schedule.  In some instances, a physical tape will be moved 
to another location not listed on the rotation schedule and the system must be manually updated 
for this move.  Without proper tracking of tapes, there is an increased risk of tapes becoming lost 
or unavailable in the event of an emergency. 

 
We recommend that OIR perform a manual inventory of all tapes on a periodic basis to 

determine if their physical location is properly recorded within TLMS.  In addition, evaluate the 
tape rotation schedule within TLMS to determine where the errors are occurring between the 
physical location of the tape and the logical location within TLMS. 
 
See agency response at page 16. 
 
 
Department of Revenue 
 
Formal Database Change Requests 

Unauthorized or inappropriate changes to the Department of Revenue data could occur, as 
procedures are not in place to properly log the request for database changes.  Currently, all user 
change requests (e.g., program changes or database changes) are documented on a work 
request form.  These requests are assigned to the appropriate programmers responsible for the 
given system.  If the request requires a database change, the programmers will contact a DBA 
(database administrator) to perform the appropriate change.  The information and specifics for 
the database request are not documented.  
 

We recommend that when database changes are required, appropriate request 
information should be prepared by the requesting party describing what change is to be made, 
and why the change is necessary.  For application projects that require database changes, the 
application change request number should be referenced within the letter granting authority for the 
change.  When a request is not part of an application project, ensure that the request is properly 
documented on a change request form by the user or designated IS personnel.  We suggest  that 
a log be maintained for tracking all database changes, and that the log reference 
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Formal Database Change Requests (Continued) 
the change and the applicable document authorizing the change.  Additionally, we suggest that the 
documentation authorizing the change be kept in a central location to provide readily available 
support for the authorization of the change. Upon completion of the change, review the request 
and obtain appropriate approvals that designate that the change was performed as requested, 
such verification should be kept with the change request log.  Additionally, enhance the current 
policies and procedures for database changes to include these new procedures.   
 
 
Password Parameters for Shared User Codes 

We noted that all of the computer operators at the Department of Revenue share sign-on 
codes (i.e., TCOP***) to perform various operational procedures in the computer room.  
Additionally, the passwords for these sign-on codes are not changed on a periodic basis.   As a 
result, unauthorized or accidental changes to production processing could occur without 
accountability for use of the sign-on codes and passwords. 
 

We recommend that a review of policies and procedures related to these sign-on codes 
take place to determine if access privileges can be granted to operations personnel through their 
own unique sign-on code.  As such, each operator will be accountable for his/her sign-on code 
and password changes can be made on a periodic basis.  At a minimum, if individual sign-on 
codes can not be administered, ensure that the passwords related to these sign-on codes are 
changed on a periodic basis. 
 
 
Monitoring of Changes to Production Data 

Database administrators and all technical support personnel have unmonitored and 
unrestricted access to production libraries and datasets.  As a result, inappropriate changes to 
sensitive data or programs could occur. 
 

We recommend that a review and evaluation of access to production libraries and 
datasets to restrict access, where appropriate.  Access to production programs and data should 
be restricted on a “least privilege” basis.  Typically, this consists of security administrators, 
support tools and individuals supporting the operational or technical resources of the processing 
environment.  All other update access should be for emergency purposes only, whereby the user 
receives temporary access to production.  At a minimum, where update access is required 
ensure appropriate monitoring controls are in place to provide an audit trail of activity within the 
production libraries.   
 
See agency response at page 28. 
 
 
SUMMARY OF PRIOR YEAR FINDINGS 
 

The findings included in the prior year report on compliance and on internal control over 
financial reporting at the general purpose financial statement level issued by the joint audit team 
were reviewed to determine if the conditions still existed.  Based on our audit procedures we 
determined that the following findings had not been corrected:  Reconciliations - Department of 
Social Services (repeated in “Financial Reporting” in the Reportable Conditions section on page 
7) and Disaster Recovery/Business Continuity - Budget and Control Board Office of Information 
Resources (repeated in “Data Processing” in the Other Matters section on page 9). 
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MANAGEMENT’S RESPONSES 








































